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Threat of adversaries with quantum capabilities

Picture borrowed from 
https://www.quantum-
bits.org/?p=2059

○ Shor’s algorithm (1994)
○ Grover’s search algorithm (1996)

Search of solutions by NIST 
with the PQC project (round 3)
o Key Encapsulation Mechanisms: CRYSTALS-Kyber
o Digital Signature Schemes: CRYSTALS-Dilithium, FALCON, 

SPHINCS+ 
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○ Computational
■Mathematical proofs and 

probabilities
■ Keys, messages,... are bit strings
■ Closer to reality, used by 

cryptographers

○ Symbolic
■ Cryptographic primitives as black 

boxes
■ Keys, messages,… are symbols
■ Suitable for automation and easier 

to understand for non-experts of 
cryptography

Types of security analysis
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What is Maude?
Maude is a modelling, programming and verification language 
based on rewriting logic.

Why Maude?
Because it allows us to specify and execute systems in a simple 
and intuitive way.

Which verification tools are provided?
Reachability analysis using the search command from an initial 
state to a target state. Moreover, under the assumption of a 
finite number of reachable states from a given initial state, one 
can use Maude’s LTL model checket to prove any properties with 
LTL formulas.
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What is FALCON?
Falcon is a signature scheme based on lattices to sign and verify messages.
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pk

(m, sig)

ALICE BOB
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Message

Main components

Principal

Environment
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Collapsed
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Executable?
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Terminating?
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Concluding remarks
• We specified the digital signature scheme FALCON in Maude.
• We checked that the specification is executable and 

terminating, capturing the behaviour of FALCON.

Future work
• We will use Maude tools like the LTL model checker to verify 

properties like liveness or security.
• We will explore other signature schemes and specify them, so 

we can compare our models in terms of satisfied properties.
• We could adapt the specification to use the object oriented 

notation provided by Maude.


